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SPECIALISED PROGRAM  // PROFESSIONAL ~ //  INTERNSHIP + TRAINING

CYBER SECURITY
WITHOUT BLIND SPOTS

Zero Trust architecture, Al-driven threat detection and 24x7 managed response — taught and
practised through six real-time industry projects, guaranteed internships and globally
recognised certifications.

[ ZERO TRUST ] [ XDR / SOC 24x7 ] [ CLOUD & AI SECURITY ] [ 0T / ICS ] [ ETHICAL HACKING ] [ COMPLIANCE ]
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01 / WHO WE ARE

WHO ARE WE?

At Edufyi Tech Solutions, we are dedicated to transforming the educational journey for college students by
offering cutting-edge virtual internships and comprehensive training programs. Our approach combines industry
mentorship with practical experience, providing each student with six real-time and capstone projects per course
or domain. These projects are designed to equip students with the skills and experience needed to secure their

dream jobs upon graduation.

02 / WHY CHOOSE US

OUR UNIQUE FEATURES

01
Choose your Speed

Master the skills at your own pace

04

Learn from Industry Mentors
MNC leaders and startup founders

07

Unlimited Mocks & GDs
Interview and group discussion practice

10

Internship with 150+
Companies

Guaranteed internship placement

13

Certified Bootcamps &
Webinars

Live expert-led sessions

16

Skill Up & Cash In
Performance-based stipend
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02
Industry Project Playground

Hands-on real-time build environment

05

100% Placement Assistance
End-to-end hiring support

08

24x7 Dedicated Support
Always-on learner assistance

11

1:1 Counselling Sessions

Personal career guidance

14

Personalised LMS
Learning management, fully tracked

17

Mentorship by Experts
Live sessions with practitioners

03
Resume Building & Aptitude

Grooming for interviews and tests

06

Exclusive R&D Content
Learning content from leading MNCs

09

Wipro DICE ID Accredited
Globally recognised certifications

12

Additional MNC Certifications
Microsoft, Cisco, IBM, Adobe & more

15

Recorded Lectures
Access anytime, anywhere

18

Hiring Partner Access
Direct access to our partner network
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03 / DOMAIN OVERVIEW

WHAT IS CYBER SECURITY?

Cyber Security is the practice of protecting systems, networks, and programs from digital attacks. These
cyberattacks are usually aimed at accessing, changing, or destroying sensitive information; extorting money
from users via ransomware; or interrupting normal business processes. Implementing effective cybersecurity
measures is particularly challenging today because there are more devices than people, and attackers are
becoming more innovative.

USD 192.70 B 10.2% < 60 min 24x7
market size by 2028 CAGR over forecast period median attacker breakout monitoring for containment
04 / SCOPE

SCOPE OF CYBER SECURITY

The global Cyber Security services market is expected to reach USD 192.70 billion by 2028, registering a CAGR of
10.2% over the forecast period. Cyber Security has a wide range of applications across:

I Critical Infrastructure Security I Network Security I Application Security

I Information Security I Cloud Security I Data Protection & Privacy

05 / CAREERS

CAREER OPPORTUNITIES

Network Security Engineer Cyber Security Analyst Chief Security Manager
Chief Information Security Officer Information Security Analyst Ethical Hacker
SOC Analyst (L1 /L2) Penetration Tester IAM / SailPoint Specialist
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06 / THREAT LANDSCAPE

WHY POSTURE BEATS PRODUCTS

Attackers no longer break in — they log in. Identity abuse, cloud misconfiguration and Al-assisted social
engineering now drive the majority of successful intrusions. Tool sprawl adds cost without adding
visibility.

< 60 min 80% 70% 24x7

median attacker breakout of breaches involve of cloud incidents trace to monitoring required for
time compromised identity misconfiguration ransomware containment
FUSION SOC

DETECT > TRIAGE > CONTAIN > RECOVER

Telemetry from endpoint, identity, cloud, network and OT correlated in one detection engine, with
analyst-verified escalation and a 15-minute critical response SLA.

KILL-CHAIN COVERAGE ACROSS EVERY STAGE

01 02 03 04 05 06

RECON INITIAL ACCESS PRIVILEGE ESC. LATERAL MOVE EXFILTRATION IMPACT

07 / HOW TO START

HOW CAN YOU START YOUR JOURNEY?

Enrol in our specialised program, learn from industry experts, get guaranteed internships, job opportunities and
work on 6+ advanced industry-based projects. The specialisation helps you stay abreast of the latest cyber security
trends — ethical hacking, Windows & Linux installation, password cracking, hiding data, cloud computing and
building systems that withstand cyber attacks.

6+ PROJECTS 150+ COMPANIES 100% ASSISTANCE LIVE MENTORS
Real-time industry & Guaranteed internship Placement and interview MNC experts and startup
capstone builds network support founders
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08 / ADVANCED CAPABILITIES

WHAT WE DEPLOY

01 ZERO TRUST ARCHITECTURE

Identity-centric segmentation, continuous verification,
ZTNA replacing legacy VPN, least-privilege by default.

03 CLOUD SECURITY (CNAPP)

CSPM, CIEM, workload and container runtime protection
across AWS, Azure and GCP with laC guardrails.

05 IDENTITY & PAM

Phishing-resistant MFA, passkeys, privileged access
vaulting, just-in-time elevation and joiner-mover-leaver
control.

07 OFFENSIVE SECURITY

Red teaming, adversary emulation, purple-team
validation, continuous attack surface and breach
simulation.

09 DATA PROTECTION & DLP

Discovery and classification, encryption and key
management, DLP for Saa$S, email and generative-Al
usage.

11 POST-QUANTUM READINESS

Crypto-agility assessment, certificate inventory and
phased migration to quantum-safe algorithms.
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02 MANAGED XDR & 24x7 SOC

Cross-layer detection engineering, MITRE ATT&CK
mapped use cases, threat hunting and 15-min critical
SLA.

04 AI-DRIVEN DETECTION

Behavioural analytics and LLM-assisted triage that cut
alert noise, plus security for your own Al and LLM stack.

06 OT/ICS & loT SECURITY

Passive asset discovery, Purdue-model segmentation,
protocol-aware monitoring for plants and critical utilities.

08 DEVSECOPS & SUPPLY CHAIN

SBOM, dependency and secrets scanning, signed builds,
SLSA-aligned pipelines and third-party risk assurance.

10 RANSOMWARE RESILIENCE

Immutable backups, isolated recovery vault, tabletop
exercises and tested recovery-time objectives.

12 GRC & COMPLIANCE

ISO 27001, SOC 2, PCI DSS, HIPAA, GDPR and India DPDP
Act — audit-ready evidence and continuous control
monitoring.
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09 / SPECIALISED PROGRAM CURRICULUM

INDUSTRIAL TRAINING

Six live instructor-led sessions covering the complete cyber security stack, followed by a graded quiz, six industry

projects and a capstone internship.

SESSION 1
ALL ABOUT CYBER SECURITY

What is Cyber Security

Emerging scope of Cyber Security

Challenges faced in implementation

Case study: Cyber Security in politics

What are ransomware attacks

Opportunities in Cyber Security

Forms of Cyber Security & global attack analysis
Fundamentals and terminologies

Relevance of CIA triad in Cyber Security

SESSION 2
PILLARS OF CYBER SECURITY

What is Confidentiality

Case study: Coca-Cola and hospitals

Threats to confidentiality: hackers, masqueraders,
unauthorized users, unprotected downloads, malware
What is Integrity

Relevance of Availability and threats to it

DoS and DDoS

What is Non-Repudiation

Importance of Accountability

What is AAA and its relevance

SESSION 3
CYBER SECURITY DOMAINS

Identity and Access Management (IAM)
What is Single Sign-On

Threat and Vulnerability Management (TVM)
Tools used in the domains
What is Penetration Testing

End-user security
Application security
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Security Information and Event Management (SIEM)

Types: critical infrastructure, network, information

SESSION 4
ANTIVIRUS FUNDAMENTALS

What is a virus

Worms, Spyware, Trojans, Adware

Key loggers

Case study: Pegasus spyware

Relevance and features of antivirus software
Fundamentals of antivirus

Cyber security threats
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09 / SPECIALISED PROGRAM CURRICULUM

INDUSTRIAL TRAINING (CONTINUED)

SESSION 5 SESSION 6

ETHICAL HACKING PHASES OF ETHICAL HACKING
® \What is Ethical Hacking ® Reconnaissance and grouping information
® Goals of Ethical Hacking ® Types of footprinting

® Types of hacking ® \What is scanning: port and vulnerability scanning
e \Why we need Ethical Hacking e Network mapping

® Threats to Ethical Hacking e Vulnerability identification tools

® Physical and non-physical threats ® QOperating system fingerprinting

® Sources of vulnerabilities ® Gaining access, maintaining access

® \ulnerability management ® Covering tracks

® |ogical threats and preventive measures ® Hacking and defences

QUIZ / ASSESSMENT

Graded evaluation after the industrial training module — required for certification.

10 / INTERNSHIP

SIX INDUSTRY PROJECTS

PROJECT 01 PROJECT 02 PROJECT 03

Network vulnerability assessment & Phishing simulation and awareness Web application penetration testing
hardening report campaign (OWASP Top 10)

PROJECT 04 PROJECT 05 PROJECT 06

Malware & antivirus behaviour SIEM log monitoring and incident Capstone: end-to-end secure
analysis lab response playbook infrastructure build
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11 / OUTCOMES & ANALYTICS

PLACEMENT PERFORMANCE

Verified programme analytics across learner profiles, hiring sectors, quarterly placements and offered roles.

LEARNER'S BACKGROUND

72.4%

TOP SEGMENT

M UG -BTech/BE
[l UG Management Degree
Post-Graduates
UG Arts / Social Sciences

Working Professionals

QUARTERLY PLACEMENT ANALYSIS

35.0%

TOP SEGMENT

M july- Septem_

[l October - December
January - March

April - June
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PLACEMENTS BY INDUSTRY

25.4%

TOP SEGMENT

B saas

[ Paas
Med-tech
Ed-tech
Fintech

OFFERED PROFILES & FIELDS

71.6%

TOP SEGMENT

B nformation Techn
[ Business & Management
Operations

Core Field

25.4%
20.6%
18.3%
14.7%

9.1%
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12 / ACCREDITED CERTIFICATIONS

ACCREDITED CERTIFICATIONS.

Every learner receives industry-recognised, accredited certificates on completion of the internship,
industrial training and capstone project modules.

ACCREDITED CERTIFICATION ACCREDITED CERTIFICATION ACCREDITED CERTIFICATION

S’ CERTIFICATE

Qe

uuuuuu o -
" CERTIFICATE @
of Project Completion OF INDUSTRIAL TRAINING
Samg/e Certificate

In recogn)  remarkable.

THIS CERTIFICATE IS PRESENTED TO

{{SampleCertificate}}

NTERNSHIP
2024, t0 July 1, 2024,

INTERNSHIP CERTIFICATE INDUSTRIAL TRAINING PROJECT COMPLETION
Accredited Certification Accredited Certification Accredited Certification

([ J ([ J [ J

INTERNSHIP TRAINING PROJECT

Verified internship completion Industrial training hours certified Capstone project completion proof

credential
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13 / PROFESSIONAL CERTIFICATIONS

GLOBAL MNC CERTIFICATIONS.

Learners are prepared for and certified through globally recognised professional certification
programs from leading technology companies.

il
cisco

Cisco Certifications
SAMPLE NAME

Cisco Certified Support Technician Cybersecurity

aisco

)

CiIsCo

Cybersecurity CCST

Microsoft Certified

Azure Fundamentals

FIRSTNAME LASTNAME I
[T ——

)

Hrithik Medhi

MICROSOFT

Azure Fundamentals

IBM

Internet of Things

£\ AUTODESK

[RR——

Autodesk Certified User:

AUTODESK

Certified User
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ESB

Entrepreneurship
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14 / AUTHORISED PARTNERS

AUTHORISED PARTNERS.

Edufyi Tech Solutions is an authorised certification and testing partner for the world's leading
technology certification bodies.

o infurt
FA\ Adobe me Microsoft @ giickbooks.
ADOBE MICROSOFT QUICKBOOKS
AUTHORISED PARTNER AUTHORISED PARTNER AUTHORISED PARTNER

e | @
CIsCO

AUTODESK CISCo ESB
AUTHORISED PARTNER AUTHORISED PARTNER AUTHORISED PARTNER

AUTHORISED TESTING & CERTIFICATION CENTRE

Certify on campus with globally accepted credentials.
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15 / CERTIFICATIONS & CONTACT

CERTIFY. BUILD.
GET HIRED.

START YOUR JOURNEY

Enrol in the specialised Industrial Training & Internship program with
150+ partnered companies. Learn from industry experts, ship 6+

real-time projects and earn globally recognised certifications.

EDUFYI

WEB www.edufyitechsolutions.com TECH SOLUTTONS
MAIL edufyi@edufyitechsolutions.in

CALL +91 63620 00213
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